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What we will cover today

● Who we are
● Smart safeguards make for better innovation
● Background on generative vs. predictive AI
● Possible AI driven-harms to consumers and 

workers
○ Risks from automated decision systems 

● Overview of legislative trends + guidance

Presenter Notes
Presentation Notes
test



CR’s involvement in AI policy in the states

• In addition to journalists, and 
technicians who test products, we 
have a team of consumer 
advocates

• Testifying, writing letters of 
support, mobilizing members, 
coordinating civil society



★ The Center for Democracy & 
Technology (CDT) is a nonprofit, 
nonpartisan organization founded in 
1994

★ Mission is to advance civil rights and 
civil liberties in the Digital Age

★ My work focuses on centering the 
interests of workers and consumers in 
the face of a rapidly evolving 
environment for data-driven 
technologies through a mix of research 
and public policy advocacy

About CDT



AI is promising, but harms must be taken 
seriously
• I use it for complex searches, 

brainstorming, quick summaries of complex 
docs

• Promising for speeding scientific 
breakthroughs; realtime translation

• Like the tech breakthroughs that came 
before it, we will best reap the rewards if 
we also safeguard against harms



★ Transparency drives innovation and builds public confidence
○ Moving away from transparency slows innovation, erodes trust, and leaves workers and 

consumers vulnerable to exploitation

★ AI has made it this far because of the field’s historical transparency
○ Key breakthroughs in AI came mostly from academic researchers publishing their work 

with open data sets while subjecting them to peer (and ultimately public) review
○ Even the major breakthroughs of for-profit companies (from OCR to LLMs) were done 

this way

★ Transparency doesn’t stifle innovation; it enables and accelerates it
○ The same is true of accountability!

Transparency Spurs Innovation



Smart legislative safeguards go hand in 
hand with innovation

• Prevents race to the bottom dynamic
• Consumer trust in AI is low
• Smart legislation + regulation can create a more 

trustworthy market of products
• Fraud, error-prone products, and products that 

otherwise harm consumers and children exact 
costs

Presenter Notes
Presentation Notes
23. Okay so what are the states doing substantively? Some of the major categories of state level legislation we’ve seen across multiple states include:

Bills that create a task force, often to study AI and make recommendations to the legislature. In 2024, 35 of these bills were introduced, and 8 passed. These bills are often the first step a legislature takes. Task forces are a good opportunity to bring diverse perspectives to the table, but one issue we’ve seen is that sometimes task forces can be one sided, and be packed with representatives of various industries but have no representatives of consumers, workers, people who defend civil rights, etc. 

In 2024 we saw 40 bills introduced related to the state government’s own use of AI, 12 of which were signed into law in 2024. This is another step we sometimes see states take before moving forward with private sector regulation. It is often politically easier for the state to put rules on itself, but if it sets high standards for the technology the state government will buy, those standards can influence industry, and can inform private sector regulation down the line too. 

And then in 2025, we saw 18 bills that took on bias and transparency issues in automated decisionmaking systems in a very similar way, and this was largely the product of state legislators working together across state lines and copying one another. None of these have been signed into law so far in 2025, but one of these bills passed in 2024 in Colorado. And states have also taken some other approaches to automated decision systems and bias, including issuing guidance about how existing civil rights laws apply to AI systems. 



What is AI?

• machines using training data to make better 
predictionsMachine Learning

• Creates new content based on training data*Generative AI

• Analyzes training data to predict future 
outcomesPredictive AI

* Training data: Information that an AI system examines to identify useful patterns



★ Arvind Narayanan and Sayash Kapoor: AI is rapidly improving at perception (recognizing faces, voices) 
and text/image generation, but not at predicting social outcomes or at tasks where human judgments 
vary widely

○ Figuring out who is the best candidate for a job? That involves both predicting social outcomes 
(“fit”) and widely varying human judgments (recruiters frequently disagree on best candidates)

○ It is fundamentally difficult to reduce the key facets of most jobs to a distinct set of easily 
observable factors that can be quantified and used in training data

○ And the abilities required for Job A at Company X might differ widely from those for both Job B 
at Company X and Job A at Company Y

★ Current approaches treat assessing candidates as a pattern recognition task
○ Problem is that it’s just as easy—if not easier—for an AI system to pick up on patterns 

that relate to our society’s biases as it is for it to pick up on someone’s ability to 
perform the essential functions of a specific job at a specific company

Background on Predictive AI
Why worker/consumer assessments are hard to automate



★ What are automated decision systems (ADSs)?
○ Algorithms that assess people who apply for jobs, to determine pay, evaluate performance, 

and even decide who to fire and when
■ Overlaps with, but is not coextensive with, predictive AI

○ Some ADSs involve interaction with affected person (like AI video interviews) but others are 
completely hidden (like resume screeners)

○ Level of human oversight can vary widely--and is also completely hidden from affected 
consumers and workers

■ Sometimes companies say humans are reviewing outputs, but in reality the system is 
making decisions autonomously or the “reviewers” are rubber stamps
● Several instances where companies have been caught doing this, which 

we only know about because of whistleblowers and investigative 
journalists

Background on Automated Decision Systems (ADSs)
Overview



Potential consumer protection harms from AI

Privacy Manipulation Content and intellectual 
property

Bias Cybersecurity

Degradation of customer 
service

Snake oil and substantiation

Impersonation AI sycophancy + emotional 
bonds



Privacy and manipulation

• Big Data → AI
• Cheaper collection, cheaper 

processing
• Microtargeting
• Price discrimination
• When is manipulation too much?



Intellectual Property

• Co-opting content?
• Can publishers survive?



Bias and discrimination

• Laundering historical inequities
• Can be hard to detect
• Unexplainable decisions

– Developers themselves 
may not understand



Cybersecurity

• Easier and more scalable to 
hack
– Arms race between 

criminals and businesses



Degradation of customer service
• Do you know when you’re talking to a bot?
• Can you stop talking to a bot?



Snake oil and substantiation

• Overpromising what AI can do



Impersonation

• Fraud
• Deepfakes



Impersonation

• Fraud
• Deepfakes



AI sycophancy + emotional bonds

• Chatbots prioritize 
flattery > accuracy

• The qualities that drive 
engagement may be 
bad for human users

• Children at risk



AI sycophancy + emotional bonds

• Chatbots prioritize 
flattery > accuracy

• The qualities that drive 
engagement may be 
bad for human users

• Children at risk



Risks when using ADSs in the workplace
How ADSs can lead to discrimination

★ Instead of identifying ability to perform essential functions, the ADS may measure:

○ Personality traits and aptitudes typical but not necessary for position

○ Attributes that appear most frequently in resumes of successful workers

○ Personality traits and aptitudes based on movements, vocal intonation, speech patterns

○ ??? (no one knows what goes into many of these systems)

★ Note how all these can be affected by gender, cultural norms, and/or disability



Real-world examples



Real-world examples

“I’m so excited to talk to you and get to know more about 
you,” the bot says, before immediately falling into a loop of 
gibberish. “For our first question, let’s circle back. Tell me 
about a time when—when—when—let’s. Let’s—let’s circle 
back. Tell me about a time when—when—when—let’s.”

Although Humphries tried in vain to alert the bot that it was 
broken, the interview ended only when the A.I. program 
thanked him for “answering the questions” and offering 
“great information”—despite his not being able to provide a 
single response. In a subsequent video, Humphries said 
that within an hour he had received an email, addressed to 
someone else, that thanked him for sharing his “wonderful 
energy and personality” but let him know that the company 
would be moving forward with other candidates.



Real-world examples
★ From ACLU complaint against Intuit (employer) and HireVue (vendor)

In the spring of 2024, D.K. was encouraged by her supervisor to apply for a seasonal 
manager position at Intuit, but was forced to use HireVue’s video interview platform, 
which features automated speech recognition systems to generate transcripts of 
applicants’ spoken responses from video interviews. These types of systems are known 
to perform worse for non-white and deaf or hard of hearing speakers who may have 
different speech patterns, word choices, and accents. D.K. requested and did not 
receive an accommodation. She was later rejected for the position and received 
feedback telling her to work on “effective communication,” to provide “concise and 
direct answers,” to adapt her “communication style to different audiences,” and to 
“practice active listening.”

★ We only know about this example because HireVue’s tech involves direct
interaction with the worker; many-to-most do not and thus remain hidden



How can we know if human review is actually happening?

Internal documents and former company executives reveal how 
Cigna doctors reject patients’ claims without opening their files. 
“We literally click and submit,” one former company doctor said.

Patients received claim denials signed by doctors, 
but in reality, those doctors were rubber stamps for 
algorithmic “recommendations.”

“The company has built a system that allows its 
doctors to instantly reject a claim on medical 
grounds without opening the patient file, leaving 
people with unexpected bills… Over a period of two 
months…, Cigna doctors denied over 300,000 
requests for payments using this method, spending 
an average of 1.2 seconds on each case.”

Presenter Notes
Presentation Notes
Mobley v. Workday: Workday: “This lawsuit is without merit. Workday’s AI recruiting tools do not make hiring decisions. Our customers maintain full control and human oversight of their 
hiring process.”
But, Plaintiff described instance where he submitted his application at 
12:55am and got a rejection 55 minutes later.



Some lessons to keep in mind from these examples

(1)People often don’t know which companies are using ADSs, much less how those 
companies are using them.

(1)Companies have strong incentives to keep that information asymmetry going.
○ AI-driven decisions are deeply unpopular with consumers and workers
○ Avoids regulatory scrutiny under civil rights and consumer protection laws
○ Many tools don’t work as intended--but if it’s secret, the outside world may 

never know that

(1)Companies will exploit narrow definitions or other loopholes in ADS laws, such as 
exempting ADSs that are (supposedly) subject to human review

Presenter Notes
Presentation Notes
(Same if enforcement provisions aren’t strong enough to compel compliance)



40
Bills related to 
government use 
of AI introduced, 
12 signed into 
law in 2024

18
Multisector bills 
related to 
automated 
decision 
systems/AI intro’d 
in 2025

35
AI task force 
bills introduced, 
8 signed into 
law in 2024

State Trends by the Numbers

Presenter Notes
Presentation Notes
23. Okay so what are the states doing substantively? Some of the major categories of state level legislation we’ve seen across multiple states include:

Bills that create a task force, often to study AI and make recommendations to the legislature. In 2024, 35 of these bills were introduced, and 8 passed. These bills are often the first step a legislature takes. Task forces are a good opportunity to bring diverse perspectives to the table, but one issue we’ve seen is that sometimes task forces can be one sided, and be packed with representatives of various industries but have no representatives of consumers, workers, people who defend civil rights, etc. 

In 2024 we saw 40 bills introduced related to the state government’s own use of AI, 12 of which were signed into law in 2024. This is another step we sometimes see states take before moving forward with private sector regulation. It is often politically easier for the state to put rules on itself, but if it sets high standards for the technology the state government will buy, those standards can influence industry, and can inform private sector regulation down the line too. 

And then in 2025, we saw 18 bills that took on bias and transparency issues in automated decisionmaking systems in a very similar way, and this was largely the product of state legislators working together across state lines and copying one another. None of these have been signed into law so far in 2025, but one of these bills passed in 2024 in Colorado. And states have also taken some other approaches to automated decision systems and bias, including issuing guidance about how existing civil rights laws apply to AI systems. 



46
States with enacted 
NCII deepfake laws

~28
States with enacted election-

related deepfake laws

State Trends by the Numbers

*This tally is from summer 2025 

Presenter Notes
Presentation Notes
24. Two more areas that we’ve seen a ton of action are the use of deepfakes in campaigns and elections, and non-consensual intimate image deepfakes. These bills have passed rapidly, and in some cases unanimously, which you don’t see that often. For anyone who is super interested in what is happening in the states on deepfake legislation, I recommend two trackers you can find on public citizen’s website, which is what I’m showing here. 



State Trends by the Numbers

• ~26 state bills 
considered to 
address algorithmic 
price fixing in rental 
market in 2025 

• 2 state laws passed

Presenter Notes
Presentation Notes
23. Okay so what are the states doing substantively? Some of the major categories of state level legislation we’ve seen across multiple states include:

Bills that create a task force, often to study AI and make recommendations to the legislature. In 2024, 35 of these bills were introduced, and 8 passed. These bills are often the first step a legislature takes. Task forces are a good opportunity to bring diverse perspectives to the table, but one issue we’ve seen is that sometimes task forces can be one sided, and be packed with representatives of various industries but have no representatives of consumers, workers, people who defend civil rights, etc. 

In 2024 we saw 40 bills introduced related to the state government’s own use of AI, 12 of which were signed into law in 2024. This is another step we sometimes see states take before moving forward with private sector regulation. It is often politically easier for the state to put rules on itself, but if it sets high standards for the technology the state government will buy, those standards can influence industry, and can inform private sector regulation down the line too. 

And then in 2025, we saw 18 bills that took on bias and transparency issues in automated decisionmaking systems in a very similar way, and this was largely the product of state legislators working together across state lines and copying one another. None of these have been signed into law so far in 2025, but one of these bills passed in 2024 in Colorado. And states have also taken some other approaches to automated decision systems and bias, including issuing guidance about how existing civil rights laws apply to AI systems. 



State Trends by the Numbers

• ~13 bills considered 
to address 
surveillance pricing 
in 2025 

• Up from 2 in 2024
• 1 state law passed

Presenter Notes
Presentation Notes
23. Okay so what are the states doing substantively? Some of the major categories of state level legislation we’ve seen across multiple states include:

Bills that create a task force, often to study AI and make recommendations to the legislature. In 2024, 35 of these bills were introduced, and 8 passed. These bills are often the first step a legislature takes. Task forces are a good opportunity to bring diverse perspectives to the table, but one issue we’ve seen is that sometimes task forces can be one sided, and be packed with representatives of various industries but have no representatives of consumers, workers, people who defend civil rights, etc. 

In 2024 we saw 40 bills introduced related to the state government’s own use of AI, 12 of which were signed into law in 2024. This is another step we sometimes see states take before moving forward with private sector regulation. It is often politically easier for the state to put rules on itself, but if it sets high standards for the technology the state government will buy, those standards can influence industry, and can inform private sector regulation down the line too. 

And then in 2025, we saw 18 bills that took on bias and transparency issues in automated decisionmaking systems in a very similar way, and this was largely the product of state legislators working together across state lines and copying one another. None of these have been signed into law so far in 2025, but one of these bills passed in 2024 in Colorado. And states have also taken some other approaches to automated decision systems and bias, including issuing guidance about how existing civil rights laws apply to AI systems. 



ADS Bills: Five Most Common Categories
(Non-exhaustive)

(1) Sector-specific ADS bills
○ Focus exclusively on regulating ADSs (no other technologies) in a single sector
○ Examples: NYC’s LL 144 (AI in hiring), Colorado SB 21-169 (Insurance)

(2) Multisector ADS bills
○ Require some combination of disclosure, explanation, and/or impact assessments for ADSs in a 

wide range of settings
(3) ADS + privacy bills

○ Cover ADSs either in either consumer or employment settings (but typically not both)
○ E.g., Mass. FAIR Act (ADS + electronic surveillance in workplace), Minnesota privacy law (contained 

right to explanation for AI-driven decisions)
(4) Surveillance wage/price bills

○ Addresses the use of personal data (often unrelated to the specific transaction or job) to set 
individual prices or wages (e.g., Uber fares)

○ National coalition led by Towards Justice leading the way on this
○ Bills pending in Cal., Col., Ga., NY, and a few other states

(5) Algorithmic rent-fixing
○ Landlords using hidden algorithms allowing them to collude to raise rents (RealPage)



ADS Legislation
What we look for

★ Direct, proactive notice to workers and consumers subjected to ADS (inc wage and price) 
decisions about:
○ The purpose of the system
○ The role it plays in the decision process
○ The types and sources of data it uses
○ What it measures and how it measures it

★ Impact assessments to check whether using the ADS will result in violations of civil rights, labor, or 
consumer protection laws.

★ A right to an explanation of the personal data used in and the principal reasons for the AI output 
and a right to human review

★ Strong enforcement, preferably through a private right of action
★ Broad definition of covered systems without loopholes so that companies can’t

evade their obligations, particularly with respect to disclosure



★ Narrow or Vague Definitions
○ These can effectively omit key systems and give companies implicit discretion to decide for 

themselves whether their conduct triggers the law
○ Example: Restricting ADS to systems that “autonomously make” decisions or that the developer 

“intended” to be used in decisions
★ Inadequate disclosure obligations

○ Prevent regulators and the general public from having enough info to assess risk or detect illegality
○ Example: Simply requiring disclosure that AI is being used, but no info on which one, when, or what 

data it uses
★ Exemptions that are easily abused or that are hard to verified (aka loopholes)

○ Similar to narrow definitions, loopholes undermine scope and accountability
○ Example: “Trade secret” exemptions and “human in the loop” exemptions

★ Weak enforcement
○ Provides companies with scant reason to fear consequences of breaking law, and 

thus little reason to bother to comply.
○ Example: Assigning enforcement authority solely to an already-stretched official/agency

Things to Avoid



A cautionary tale: NYC’s AI Hiring Ordinance
★ NYC passed a hiring ADS ordinance that went into effect in 2023--but a detailed study by 

academic and public interest researchers showed that companies have almost totally ignored it

★ Problems are twofold
○ The ordinance applies to only to ADSs that effectively replace human decision-making or 

otherwise dominate the decision process
○ Weak enforcement gives companies little incentive to err on the side of caution

★ The law’s standard basically allows companies to decide for themselves whether their ADS use 
triggers the law’s disclosure requirements
○ Employers might say that ADS output is one factor among many and that humans have final 

say--even if, in reality, the hiring managers are actually just rubber stamping or deferring to 
ADS “recommendations.”

★ Max penalty way less than potential judgments from discrimination suits

★ Lesson: there should be transparency and human-supervised guardrails, not one or the other

https://dl.acm.org/doi/10.1145/3630106.3658998
https://dl.acm.org/doi/10.1145/3630106.3658998


Surveillance pricing legislation

• Strong definitions
• Prohibition on surveillance 

pricing
• Transparency requirements 

for discounts
• Reasonable exemptions for 

insurance; credit



AI provenance legislation

• Builds on industry standards 
like C2PA

• Requires GenAI systems to 
include latent disclosures

• Same for authentic content 
capture devices 

• Requires large online platforms 
to surface disclosures

Example from TruePic
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