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NM STTC: Cyber Challenges in State & Local Gove

Introduction & Agenda

* Today’s Agenda
— Cybersecurity Today

— Best Practices/Lessons Learned in
State/Local Government

e Featured Presenter: Chris Cruz

— Chris Cruz is the former Deputy CIO for the State of
California & the former CIO for San Joaquin County
servingdecades within state & local government|IT
and joining Tanium in summer of 2021
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Cybersecurity Today

Chris Cruz, Tanium US SLED CIO



Endpoint Complexity Continues to Increase

The move to digital and work-from-anywhere accelerates this complexity.
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https://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/

IT leaders can’t make informed decisions quickly when datais limited and disconne

55% 40% 89%

of organizations use more of CIOs say silos make it difficult of IT leaders report data silos are

than 20 tools across IT to identify the severity of an issue creating business challenges for

Operations and Security. and minimize business impact.? digital transformation initiatives.3
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Sources: 1: Tanium/Forrester Study, 2, 3
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https://www.dynatrace.com/cio-report-cross-team-collaboration/
https://www.salesforce.com/blog/what-are-data-silos
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Ransomware

Healthcare
In September 2020, a hospital chain with 400 locations appeared to be hit
in the largest healthcare ransomware attack in U.S. history.

Government
In 2019, the City of Baltimore suffered a ransomware attack that cost it
more than $18 million and suspended municipal services.

Ransomware is a
problem in every
Industry.

Education
Ransomware attacks impacted more than 85 higher education institutions
and disrupted operations for more than 1,200 schools in 2020.

Technology
An IT services company was hitwith a Maze ransomware attack in 2020
that was projected to cost it $50 to $70 million in overall impact.

Retail

In December 2020, Kmart experienced a ransomware attack that
disrupted services in the middle of the holiday shopping season.
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Why s it so hard to defend against Ransomware?

IT leaders can’t make informed decisions quickly when datais limited and disconne ed 2

55%

of organizations use more
than 20 tools across IT
Operations and Security.

Security and Risk

Sources: 1: Tanium/Forrester Study, 2, 3

40%

of CIOs say silos make it difficult
to identify the severity of an issue
and minimize business impact.2

CIO VP of IT &
Security IT Director
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89%

of IT leaders report data silos are
creating business challenges for
digital transformation initiatives.3

IT Operations
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Cyber Security Strategy in SLED

Federal Dollars

CARES — ARP —ESSER - Infrastructure

Dispersed & Budget

Concerns &
Operational
Challenges

Overworked
Staff — IT
Ops & Sec
Collab

Cybersecurity Executive Order

President Biden
Incident Notification & Threat Information Sharing

Government Coordination on Significant Cybersecurity Incidents Stay Out of the Data Privacy

News: Cyber & & Regulatory
Ransomware Constraints

Threats

Organizational Issues

Digital Government Services — Student Success
Operational Efficiency — Hard Cost Optimization
Transparency/Compliance — Cyber Risk Mitigation




Best Practices/Lessons Learned In
State/Local Government

Chris Cruz, Tanium SLED CIO



Chris Cruz/San Joaquin County

Security Architecture Discussion

{ISD}

Infarmation Systems Division

SAN JOAQUIN COUNTY
CYBER SECURITY STRATEGY

TANIUM

Appendix A - Incident Response Process Flowchart:
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Our scale Is so big.

W e have over 60,000
employees. Per user,
year over year, that
all adds up.

— Russ Nichols, CTO, State of California

CDT Vision 2023

€ TAaniuM.

2020 Tanium. All rights reser

ved.

Vision 2023

California Technology Strategic Plan



State of California
Technology Strategic Plan

Key Visions

* Make commontechnology easy to
access, use, share and re-use across
government

* Build digital government more quickly
and more effectively

* Build confident, empowered multi-
disciplinary teams

Implications & Tanium Alignment

Tanium improves process execution by unifying data and tools to
improve efficiency, performance and decision-making, allowing CDT
to redeploy IT resources to strategic projects or realize cost
avoidance from headcount management.

The Tanium Platform enables CDT to reduce agent sprawl! while also
reducing the frequency, duration and/or severity of data breaches
or business-disrupting outages through implementation of an
effective vulnerability detection & patch management

Tanium enables the CDT Staff through our Community Site,
providing re-usable "playbooks" +in depth troubleshooting guides
to enforce best practices. We also augment CDT staff through
industry-leading, dedicated TAM support and partners. Tanium
Operators will also receive curated training to accelerate in-house
expertise
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